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Export Control laws are complex and specific to each circumstance.  Rules, regulations, and laws related to 

export control are updated frequently.  This manual is meant to serve as a guide to provide basic information 

related to export controls.  It should not be relied upon exclusively nor should it be considered legal advice.  

For further information related to export controlled items or research, please contact the 
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I. Overview of Export Control Regulations 

 

A. Introduction 

The United States has a complex set of federal laws and regulations governing how 

information, technologies, and commodities can be transmitted overseas 
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Many cutting-edge technologies, including defense items, are being developed at leading 

universities around the country by both U.S. and foreign students and faculty.  U.S. export control 

agencies place the onus on the university to comply with regulations and ensure that technologies 

and information are properly protected.   

Even though much of the research conducted at USF is not subject to export controls, it is 

important the university community be aware of when export controls may apply.  Export control 

laws may apply to research activities when controlled data, equipment or information is used in 

research; when equipment or materials are being shipped to another country; or when traveling 

internationally. 

The following is a brief explanation of the regulations that most commonly apply to 

university research and how they impact USF.  The information should be used only as an 

introduction to export control regulations and should not be relied upon as legal advice.  

Investigators are encouraged to contact the USF System Office of Export Cotnrols when they 

are contemplating research or other activities that may be subject to export controls laws or 

regulations. 

 

C. Military Items: Department of State Regulations (ITAR) 

Regulatory Authority and Scope 

The Department of State Directorate of Defense Trade Controls (DDTC) administers the 

export and import regulations of defense articles and services through the execution of the 

International Traffic in Arms Regulations (ITAR).2  The ITAR contains the United States Munitions 

List (USML).  All items listed on the USML are controlled and may require a license. With rare 

exceptions, if any component or part of an item is controlled by the ITAR, the entire item is 

controlled.  For example, the navigation system in a robot designed by USF for an engineering 

competition may be export controlled, making the whole robot export controlled.   

Many items that are designed for military use are also used in research for completely non-

military purposes.  For example, night vision goggles, which are commonly used in the military, 

                                                           
2 22 CFR §§120-130 
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http://www.bis.doc.gov/


11 
 

determining if an export license is necessary. While the most common reasons for control are anti-

terrorism and national security, there can be other reasons a license is required. For further 

information on classifying an item and understanding the reasons for its control, please speak with 

the USF Office of Export Controls. 

Items that are subject to the EAR but not to a specific control or licensing policy are not 

described by a specific ECCN on the CCL; such items are designated EAR99.  Items or 
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may not precisely meet the technical specifications as described in the existing CCL listings.  When 

unsure about a self-classification, the University may submit the item/technology to BIS for a 

formal classification only after ensuring the item is not listed on the USML.  USF personnel may 

attempt to classify items; however, it is necessary to always contact the Office of Export controls for 

a final determination of the classification number. Incorrect classifications that are not verified by 

the Office of Export Controls, and which result in violations, can result in personal liability to the 

individual and can be grounds for personnel action. 

 

E. Economic Embargoes: Department of Treasury (OFAC) 

Regulatory Authority and Scope 

 The Office of Foreign Assets Control (OFAC) of the U.S. Department of the Treasury 

administers and enforces economic embargoes and trade sanctions based on U.S. foreign policy and 

national security goals against targeted foreign countries and regimes, terrorists, international 

narcotics traffickers, those engaged in activities related to the proliferation of weapons of mass 

destruction, and other threats to the national security, foreign policy or the economy of the United 

States.  Many of the sanctions are based on United Nations and other international mandates, are 

multilateral in scope, and involve close cooperation with allied governments.11 OFAC sanctions are 

country specific, and are subject to frequent change based on changing foreign policy decisions or 

directives.   

 U.S. economic sanctions broadly prohibit most transactions between a U.S. person and 

persons or entities in an embargoed country, including Cuba, Iran, North Korea, Syria, and Sudan.  

The embargoes generally prohibit importation and exportation of goods as well as financial 

transaction restrictions with the embargoed country. Separately, OFAC maintains a list of Specially 

Designated Nationals (SDNs) with whom it is prohibited to conduct almost any activity.   

As of the effective date of this manual, OFAC sanctioned countries include the Balkans, 

Belarus, Burma, Central African Republic, Cote d’Ivoire, Cuba, the Democratic Republic of Congo, 

Iran, Iraq, Lebanon, the Former Liberian Regime of Charles Taylor, Libya, North Korea, Somalia, 

                                                           
11 The OFAC website can be located at: 

http://www.treasury.gov/about/organizational-structure/offices/Pages/Office-of-Foreign-Assets-Control.aspx
http://www.treasury.gov/about/organizational-structure/offices/Pages/Office-of-Foreign-Assets-Control.aspx


http://www.treasury.gov/resource-center/sanctions/Pages/default.aspx
http://www.nrc.gov/
http://www.deadiversion.usdoj.gov/
http://www.fda.gov/
http://www.fws.gov/


14 
 

G. Other Considerations 

 
Records and Record Retention 

 The ITAR, EAR, and OFAC have stringent record retention requirements related to licensing 

and the use of exceptions.  Under each set of regulations, the record retention period is five (5) years 

after the completion of the activity.    Records that should be kept include memoranda, notes, 

correspondence (including email), financial records, shipping record, as well as other information 

related to the export.  When a license or exception is used, additional records documenting the 

applicability of the license or exception may be required. 

 Shipment of items controlled under the EAR and ITAR should be clearly marked as 

controlled with the regulatory information cited.  Any licensed export, as well as exports with a 

dollar value greater than $2,500, must be entered into the Department of Census Automated Export 

System (AES) prior to the export of the item or information.  While commercial freight forwarders 

will normally handle this entry into AES, the Office of Export Controls is able to assist. 

 

Penalties for Violations 

Violation of export control laws can result in both civil and criminal penalties including fines 

and imprisonment.  These can be applied to the individual(s) responsible as well as the University.  

While the regulations establish maximum fines, the fines may be imposed for each occurrence so the 

total fines may be very large.  For example,  if multiple transfers of technology through deemed 

exports occur, the fine for each violation of the export control law can be multiplied by the number 

of persons who received the technology through the deemed export.  Also, a single unauthorized 

export of an item may result in multiple violations, each carrying its own penalty.  Maximum civil 

penalties are up to $500,000 per occurrence.  Maximum criminal penalties are up to $1 million and 

up to 20 years in jail.  Additionally, violations may result in the loss of export privileges for future 

transactions or even debarment from participating in future federal contracts. 

When assessing penalties, DDTC, BIS, and OFAC will consider mitigating and aggravating 

factors.  Mitigating factors include: whether the disclosure was made voluntarily; whether the 

violation was a first offense; whether the entity had compliance procedures; whether steps were 

taken to improve compliance after discovery of the violation; and whether the incident was due to 

inadvertence, mistake of fact or good faith misapplication of the laws.  Aggravating factors include: 



https://secure.ethicspoint.com/domain/media/en/gui/14773/index.html
mailto:exportcontrol@usf.edu
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II. Exclusions from Export Control 

General Overview 
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universities in making licensing decisions relative to fundamental research exclusions provided 
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 ITAR provision: the fundamental research exception does not apply to research, the 

results of which are restricted for proprietary reasons, or specific U.S. Government 

access and dissemination controls.19 

 EAR provision: fundamental research is distinguished from proprietary research and 

from industrial developments, design, production, and product utilization, the results of 

which are ordinarily restricted for proprietary reasons or specific national security 

reasons.20 Under the EAR, university-based research is not considered fundamental 

research if the university or its researchers accept restrictions (other than review to 

ensure no release of sponsor-provided patentable information) on publication of 

scientific and technical information resulting from the project.21 

 

The EAR provides that prepublication review by a sponsor of university research solely to 

ensure that the publication would not inadvertently divulge proprietary information that the sponsor 

has initially furnished, or compromise patent rights, does not constitute restriction on publication for 

proprietary reasons. 

The EAR also has provided examples of “specific national security controls” which will 

trigger export controls.  These include requirements for prepublication review and approval by the 

Government, with right to withhold permission for publication; restriction on prepublication 

dissemination of information



21 
 

 The employee is not a national of a country to which exports are prohibited pursuant to 

ITAR § 126.1 (see current list of countries at: 

http://www.pmddtc.state.gov/embargoed_countries/index.html)  

 The university informs the individual in writing that the technical data may not be 

transferred to other foreign persons without prior written approval of DDTC; and 

 The university documents the disclosure of technical data under the exemption 

providing: (1) a description of the technical data; (2) the name of the recipient/end-user; 

(3) the date and time of export; (4) the method of transmission (e.g. e-mail, fax, FedEx); 

(5) the ITAR reference, i.e. ITAR § 125.4(b)(10), Full-time University Employee. 
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III. Export Controls at the University of South Florida 

 

USF investigators engage in a broad range of innovative and important research both in the 

U.S. and overseas. These activities include the sharing and development of products, goods, 

hardware, software, and/or materials, as well as research involving technology that may be subject 

to U.S. export control laws and regul
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 Bind the university in any proceeding before any government agency with export 

control responsibilities. 

 

While certain oversight functions may be delegated, only an 
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When an item is subject to export control restrictions, the Purchasing department will notify the 

OEC when the vendor sends an export classification prior to shipping an item to USF. 

 

Controller’s Office 

            The USF Controller’s Office manages vendor set-up and maintenance through the Accounts 

Payable department.  Representatives from Accounts Payable assist the OEC by screening new 

foreign vendors to ensure USF is not interacting with an entity or individual listed on a restricted 

parties list.  Any potential matches are forwarded to the OEC for final review and approval or 

denial. 

Additionally, the Controller’s Office is responsible for the University PCard program, 

through the PCard Services department.  PCard Services assists the OEC by including a brief 
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USF Office of Information Security 

 The USF Office of Information Security (OIS) works with the OEC to ensure requirements 

regarding information security and data protection for TCPs or contracts which include specific IT 

requirements.  Depending on the circumstances, a TCP may be accompanied by a Controlled 

Technical Information System Security Plan (ISSP) and a USF IT Research System Security – 

Acceptable Use Policy Agreement (AUP).  OIS develops and maintains these plans.  They manage 

the related data security requirements and subsequent monitoring of these plans in conjunction with 

the OEC. 

 

University Audit & Compliance 

 University Audit & Compliance periodically conducts internal audits of the OEC to assess 

the adequacy of the internal control structure, including the effectiveness and efficiency of 

operations and compliance with applicable laws and regulations. 

 

 

C. Processes & Procedures 

Export Control Review 

 An export control review should occur when a Principal Investigator (PI) submits a proposal 

or receives an award, prior to the execution of a contract, or when changes to the scope of an 

existing project occur.  The Sponsored Research Administrator (SRA) will perform an initial review 

of the documents.  The SRA will look for the following red flags: 

 References to U.S. export control regulations; 

 Restrictions of publication or dissemination of research results, including but not limited 

to, pre-publication approval by sponsor; 

 Restrictions on access to the project based on citizenship or nationality; 

 Proprietary or trade secret assertions; 

 Involvement of foreign persons or collaborators, other than bona fide foreign national 

employees; 

 Foreign travel, shipping or research performed abroad; 

 Military applications as a result of the project;  
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 Deliverables, other than reports, publications and presentations that will be available to 

the general public (e.g. prototypes, models, software and algorithms); and 

 Funding from sponsors such as Department of Defense, Department of Energy, National 

Aeronautics and Space Administration or Department of Homeland Security. 

If red flags are identified; the SRA will forward the file to the Export Control Officer for 

review. 

The OEC will perform a formal review and advise if any export control issues are 

determined to be in effect for the project
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trained, by the OEC, on the requirements of the awards.  Training is the foundation of success for 

export control compliance.  The most common export control contractual conditions are as follows: 

 Requirements that locks be changed on an office or lab where research will take place; keys 

and/or combinations can only be issued to approved project personnel.
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appropriate under USF policy, an Empowered Official will submit a letter to the government agency 

responsible with a thorough account of what has occurred. Once this letter has been sent, USF 

System will comply with further directions from the government agency.  The USF Office of Export 

Controls will direct the development and implementation of corrective actions, as appropriate, to 

prevent and detect future similar violations.  
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Acronyms 
 

 
 

 
AECA  Arms Export Control Act 
 
BIS            Bureau of Industry and Security 
 
CCL  Commerce Control List 

 
CFR            Code of Federal Regulations 
 
CJ  Commodity Jurisdiction 

 
DDTC          Directorate of Defense Trade Controls 
 
EAA           Export Administration Act 
 
EAR         Export Administration Regulations 
 
ECCN   Export Control Classification Number 

 
ITAR         International Traffic in Arms Regulations 
 
OEC  Office of Export Controls 
  
OFAC        Office of Foreign Assets Control 
 
PI               Principal Investigator 
 
RPS           Restricted Party Screening 

SR  Sponsored Research 
 
TCP            Technology Control Plan  
 
USC   United States Code 
 
USF  University of South Florida 
 
USML


